TRAINING THE CYBER SECURITY WORKFORCE

CompTIA CSA+ Complete Course

Cybersecurity Analyst+



Domain 1
Threat Management

* Threats
* Tools and Techniques
* Reconnaissance and Footprinting

e ...and so much more!
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Domain 2
Vulnerability Management
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* Vulnerability Management programs

* How to create one in your organization Cysht
Y.

* Tools used in Vulnerability Management - u

e ...and so much more!




Domeain 3
Cyber Incident Response

* Phases of an incident response
 Creating an incident response team
* How to classify an incident

* Analyzing network events

 Basics of Digital Forensics
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Domain Y
Security Architecture and Tools
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e Different frameworks
. COBIT, ITIL, NIST, ISO, ...
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* Policies, procedures, guidelines, and N

controls e U

» Defense in Depth

» Software Development Lifecycle




Are You Ready?

» Take the practice exam in this course
* Did you score at least 85% or higher?

* If you need more practice, take
additional practice exams to hone your
skills
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Tell Me When You Pass!
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