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Compliance with 
Laws and Regulations

• United States has various laws and 
regulations that must be adhered to, 
based on your industry (CSA+ focus)

• European Union also has broad-ranging 
data protection regulations



Health Insurance Portability 

and Accountability Act (HIPAA)

• Security and privacy rules for healthcare

• Affects healthcare providers, insurers, 
and others storing health information



Gramm-Leach-Bliley Act 
(GLBA)

• Requires financial institutions to have 
formal security programs in place

• Must designate a “responsible” individual



Sarbanes-Oxley (SOX) Act

• Requires publicly traded companies to 
maintain good security around their IT 
systems storing and processing their 
financial records



Family Educational Rights 
and Privacy Act (FERPA)

• Requires educational institutions to 
implement security and privacy controls 
for educational records



Payment Card Industry Data 
Security Standard (PCI DSS)

• Rules about storage, processing, and 
transmission of credit/debit card info

• Not a law, but a contractual obligation



Data Breach Notifications
(Various State Laws)

• Requires companies to notify victims of 
data breaches in a timely manner


