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Web Application
Vulnerability Scanning

• Dedicated web app vulnerability scanners do 
better than Nessus, Nexpose, and OpenVAS

• Identify problems with applications and the 
underlying web servers, databases, and 
infrastructure

• Examples
• Acunetix WVS
• Archni
• Burp Suite
• IBM’s AppScan
• HP’s WebInspect

• Netsparker
• QualysGuard’s Web 

Application Scanner
• W3AF
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Manual Scanning

• Uses and interception proxy to capture 
communications between browser and server

• Testers can modify data sent and received

• Examples
• Tamper Data for Firefox and Chrome
• HttpFox
• Fiddler
• Burp Suite
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Burp Suite

• Automated and Manual modes



Outsource Your Scanning

• Even the best vulnerability scanners will miss 
business logic issues and other flaws

• Outsourcing to a security firm can identify 
issues that a web application scanner can’t

• These firms can provide both static and 
dynamic analysis of your applications 


