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. Scanning using a tool

. Automated vulnerability scanning tools
. Manual penetration testing
. Code review
 OWASP considers code reviews the best and

most thorough of these options

« “360 Reviews” combined code review with
penetration testing, then review’s code again




Code Reviews
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» Shares knowledge of the code with others

* More experience is learned across the team

» Detects problems and enforces good coding

* Agile and formal models:
 Pair Programming
* Over-the-Shoulder
« Pass-Around
* Tool-Assisted
* Fagan




Pair Programming
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» Agile development technique

* Two developers use one workstation

* Provides real-time code review but is costly
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Over-the-Shoulder
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» Agile development technique

* Developer who coded software explains it to
another developer

 Lower cost than
pair programming
since It occurs at
Intervals instead
of having a
constant review




Pass-Around
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Tool-Assisted
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« Formal or informal software-based tools
conduct code reviews

» Specialized software allows the reviewers to
mark up the code, provide feedback, and more




[Fagan
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 Structured formal code review by a team of
reviewers

» Specifies entry/exit criteria for each process

* More costly and harder to implement than
other types of code reviews

Planning »  Overview » Preparation .‘ Meeting >l Rework »| Follow-up




