TRAINING THE CYBER SECURITY WORKFORCE

User Awareness Training

Security Architecture € Tool Sets




User Awareness Training

» Users are the biggest threat to networks

* Proper security training is the most cost
effective control that can be applied in an
organization

* All the technical controls in the world
won’t stop a threat if a user lets the bad
guys into your network...
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Areas To Discuss

* Acceptable Use Policy

 Threats face by the organization

* How to report a security issue
* Physical security concepts
* BYOD Policy

» Data handling requirements
» Best practices for passwords, emails,

remote work, secure web browsing, etc.
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Spearphishing and Phishing
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