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Wheat does this section cover™?

» Security Policies and Compliance

» Adopting a Security Framework
» Defense in Depth Architectures
* |dentity and Access Management

» Security in Software Development
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Policy Documents
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* Information Security Policy Framework
* Policies
» Standards
* Procedures
» Guidelines




Policies

* High-level statements of intent

» Contains broad statements about
cybersecurity objectives in the company

* Framework to meet the business goals
and to define roles, responsibilities, and
terms used in other security documents
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Policy Examples
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* Information Security

* Acceptable Use

» Data Ownership

» Data Classification

» Data Retention

* Account Management

 Password




Who Approves the Policies™?

* The CEO, CISO, CIO, or CSO will
approve the policy for the organization

* Without management buy-in, the policy
IS a waste of your time and effort

* Top-down approach is most effective
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Standerds

» Used to implement a policy

* Includes mandatory actions, steps, or
rules needed to achieve cybersecurity

* Approved by a lower level than C-Suite,
such as Director of Information Systems

» Standards can also exist in industry
frameworks (COBIT, ITIL, etc.)
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Procedures

 Detailed step-by-step instructions
created for people to perform an action

* Actionable steps to create a consistent
method for achieving a security objective

* Example:

* The service desk has a procedure for how
to create a new user’s account

 Encompass all the security related policies,
standards, and guidelines for action
by your front-line employees

TRAINING THE CYBER SECURITY WORKFORCE

, ‘_
CySA+ ‘

Y

T




Guidelines

* Not required actions, just recommended

* Flexible in nature to allow for exceptions
and allowances during a unique situation

* Example:

* The organization may create a guidelines
showing users how to store data files in a
cloud service and how to encrypt the files

* These aren’t required, but may be useful to
the end user an can be changes quickly
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Are the Rules Meant
o Be Broken™
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* Most of the time, the policies, standards,
and procedures should be followed
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* How do you get permission to break Y
these established “rules”? aun

* Your information security framework
should include the method for granting
any necessary “exceptions”




Exceptions
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» Specific approval to deviate from a
policy, standard, procedure

* Approval authority is specified in policy

* Exception request includes:
 Policy, standard, or procedure requiring exception
» Reason for exception request
« Scope and duration of exception
» Risks associated
 Description of compensating controls to lower risk
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Standerd Frameworks

 Creating your own cybersecurity
program is daunting task

» Standard frameworks exist to help

* Provide a standardized approach
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NIST Cybersecurity
Framework

* Designed to meet one or more objective

1.
. Describe desired state
. ldentify and prioritize areas for improvement
. Assess progress toward desired state
. Communicate risk among internal and external

Describe current posture

stakeholders

CYBERSECURITY FRAMEWORK USAGE
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NIST Cybersecurity
Framework
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* Framework Core is a set of five security
functions that apply to all industries
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* Framework Implementation Tiers Y
measure how the organization is ae ' o

positioned to meet cybersecurity
objectives

* Framework Profiles describe how the
organization might approach the
functions covered by Framework Core




ISO 27001
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* Used to be the most commonly used
iInformation security standard
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» Declining in usage outside of regulated N
companies that require 1ISO compliance s i

* To become ISO 27001
certified, an external
accessor validates
organizational
compliance




ISO 27001: H Cateqgories
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 Information Security Policies

« Organization of Information Security
 Human Resource Strategy

» Asset Management

» Access Control

« Cryptography

* Physical and Environment Security

« Communications Security

« System Acquisition

 Information Security Incident Management
 Information Security Aspects of Business Continuity
« Compliance with internal requirements




InFormation Technology
InFrastructure Library (ITIL)
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* Comprehensive approach to ITSM

Continual
Service

Service Service
Improvement

Service Strategy | | Service Design Transition Operation

Technical Management

Application Management

IT Operations Function
Management

Legend




COBIT
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» Control Objectives for Information
& Related Technologies

» Set of best practices for IT governance
developed by ISACA

* Divides IT activities into four domains:
* Plan and Organize
« Acquire and Implement
 Deliver and Support
* Monitor and Evaluate




COBIT Framework
Components

« COBIT framework

* Process descriptions

« Control objectives
 Management guidelines
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* Maturity models

COBl'lg

AN ISACA® FRAMEWORK




The Open Group
Architecture Frameworlk (TOGAF)
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* Widely adopted approach to EA

 Four domains:

» Business Architecture
» Integrates EA with business strategy

» Application Architecture

« Contains apps/systems used, interaction between
systems, and the relation to the business processes

« Data Architecture
 Details approach to storing and managing info assets

* Technical Architecture
» Details infrastructure needed to support other domains




Sherwood Applied Business
Security Architecture (SABSA)

* Alternative model for security
architecture that maps to architectural
layers from different perspectives

» Used in Enterprise Architecture (EA)

Business Contextual Security

Architect Conceptual Security
Designer Logical Security
Builder Physical Security

Tradesman Component Security

Service Manager Security Service Management
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Policy-Based Controls

* Policies provide the control objectives
the organization wants to achieve

* This is the desired end state, not the
method or activities to accomplish them

» Security controls are used to achieve the
control objectives
* Physical Controls
* Logical Controls
« Administrative Controls
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Physical Controls
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 Controls that impact the physical world

« Examples:

* Fences, gates, locks, lighting, alarm systems, fire
suppressions systems, etc.




Logical Controls
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* Technical controls to enforce
confidentiality, integrity, and availability

* Examples:
« ACLs in firewalls and routers, encryption schemes




Administrative Controls
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* Procedural controls to implement good
cybersecurity practices

* Examples:

« Separation of duties, background checks,
reviewing of log files,
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Combining Control Objectives

* Physical, Logical, and Administrative
controls are most effective when they are
combined together

* Example:

* To prevent theft of the data from a server
 Physical controls for building access
 Logical controls like encryption
« Administrative controls like requiring two people
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Queality Control

* Louis V. Gerstner, former IBM Chairman

You get what you inspect,
not what you expect...

 Evaluation of your cybersecurity program is
essential to it being effectively run

 Evaluation occurs as audits or assessments
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Audits
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* Formal review of organizational
cybersecurity program (internally)

* Or, it can be for a specific compliance

requirement (externally), like PCI DSS

 Rigorous, formal testing
of controls resulting in
formal declaration by the
auditor of compliance




HAssessments

* Less formal review of security controls

» Usually request by the organization itself
for process improvement purposes

* Information gathered through interviews
with employees (which is considered the
truth) instead of independent verification

TRAINING THE CYBER SECURITY WORKFORCE




TRAINING THE CYBER SECURITY WORKFORCE

Laws and Requlations

Security Architecture € Tool Sets




Compliance with
Laws and Requlations

» United States has various laws and
regulations that must be adhered to,
based on your industry (CSA+ focus)

* European Union also has broad-ranging
data protection regulations
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ealth Insurance Portability
and Accountability Act (HIPAA)

» Security and privacy rules for healthcare

» Affects healthcare providers, insurers,
and others storing health information
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Gramm-Leach-Bliley Act
(GLBA)
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* Requires financial institutions to have
formal security programs in place

* Must designate a “responsible” individual




Sarbanes-Oxley (SOX) Act
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* Requires publicly traded companies to
maintain good security around their IT
systems storing and processing their
financial records
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ayment Card Industry Data
Security Standard (PCl DSS)

* Rules about storage, processing, and
transmission of credit/debit card info

* Not a law, but a contractual obligation
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Data Breach NotifFications
(Various State Laws)
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* Requires companies to notify victims of
data breaches in a timely manner

" Equifax data breach: Don't let your guard down yet
The Denver Channel - 12 hours ago
DENVER — Multiple data breaches happened this past year, and the Equifax data

se)ﬁ breach remains the biggest. Nearly 143 million American's had their personal

information stolen, according to Equifax. This includes Social Security numbers,
addresses, birthdays and names. The dust has settled in these ...

Los Angeles city attorney sues Uber over data breach
Local Source - KABC-TV - Dec 4, 2017

View all

Duke Energy says data breach may have exposed personal ...
Charlotte Observer - 7 hours ago
About 370,000 Duke Energy customers in the Carolinas, including in Charlotte, may
¥ have had addresses, banking data and other personal information exposed in a
potential data breach stretching back to 2008, a company spokesman said Tuesday.
I Ryan Mosier said the Charlotte-based utility learned Nov ...

374000 Duke Energy customers potentially affected by data breach
Greenville News - 8 hours ago

View all
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DelFense in Depth
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» Foundation of good security architecture

* Does not rely on a single defensive
measure or control for protection




Layered Security DelFense
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Data

Application

Endpoint
Security

Network

Perimeter




Layered Security DelFense
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* Difficult to design and implement

* Must consider business needs and
usability in the design of layered controls

* Four design models
« Uniform Protection
* Protected Enclaves
» Risk or Threat Analysis-based
 Information Classification-based




UniForm Protection
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» Gives same level of protection to all
data, systems, or networks

« Can be expensive for larger networks

Internal
Trusted
Zone

All workstations
receive the same
level of protections:
* Patches

* Antivirus

* HIDS




Protected Encleve

 Enclaves that house more sensitive data
are given additional protections

reit | Datacenter
Lai O onpany Network
Networ Network
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Riskk or Threat Analysis-based

» Addresses specific risks or threats in the
design of the networks and systems

* Example

* If you are concerned with phishing as a
threat vector, you could employ additional
controls to securely scan and filter your
Incoming emails
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InFormation or
ClassifFication-based

* Map data protection to different classes
of information

 Higher classification levels get additional
attention and security controls

—

Internet

Data Loss
Prevention

Confidential
Data
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Combining Design Models
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» Often, these four models are combined

as opposed to picking a single model
T

CySA+
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Types olf Controls
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» Controls prevent, detect, counteract, or
limit certain security risks

» Technical Controls G

CySA+

« Administrative Controls Based on their N0

Implementation T
* Legal Controls

* Physical Controls

* Preventive Controls

* Detective Controls Based on when
e Corrective Controls the controfacts
* Compensating Controls




Technical Controls
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» Designed to provide security through
technical measures

* Examples
* Firewalls
* IDS/IPS
» Authentication Systems
* Network Segmentation




Administrative Controls
(or Procedursal Controls)

» Designed to provide security through
processes and procedures

* Legal controls are a type of these
controls that are put in place by the law

« Examples
* Incident Response Plans |
» User Awareness Training
« Account Creation Policy
* Acceptable Use Policy
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Physical Controls

» Designed to provide security by
preventing physical access or harm to
the organization’s systems or facilities

* Examples
* Fences
 Mantraps
» Security Guards
* Fire Suppression Systems
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Preventative Controls
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* Designed to stop an incident before it
has occurred

* Proactive measures

« Examples
* Firewalls
* Antivirus
* Training
« Security Guards




Detective Controls
* Designed to detect when an incident
occurs, capture detalls about it, and send
an alarm/notification so someone can act

* Examples

* Intrusion Detection System
« Security Cameras
* Logs




Corrective Controls
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* Designed to fix an issue after an incident
has occurred

 Part of incident response process

 Reactive measures

« Examples
« Security Patching
» System Rebuilding
» Restore from Backups




Compensating Controls

* Designed to satisfy a security
requirement not being met by other
controls

* Minimizes threat down to an acceptable
level of risk (based on risk appetite)

« Examples

* Blocking certain ports instead of upgrading
all of the operating systems

« Segmenting vulnerable software to a
separate part of the network

TRAINING THE CYBER SECURITY WORKFORCE
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Layered Network Design
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» Combining the network architecture,
configuration management, practices,
and policies

» Can be accomplished through
* Network segmentation
* Firewalls
* Outsourcing network segments




Network Segmentation

» Compartmentalization of the network

» Benefits

Reduces the network’s attack surface
_imits scope of regulatory compliance
ncreases availability of critical services
ncreases network efficiency

» Segmentation is implemented through
firewalls, routers, switches, and VLANs
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Single Firewall or Router
. Simplest network deSign Utilized used to TRAINING THE CYBER SECURITY WORKFORCE
create a DMZ for a lower trusted
segment of the network

* Ensure you put protections in place
between DMZ and intranet
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Multiple InterfFace Firewalls

* Different ACL and rulesets applied to
each interface, creating multiple network
segments

 Often called service-leg DMZ
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Multi-Firewall

 Dual-firewalls (or more) puts a firewall at
each control point

* Allows for more stringent controls as you
move deeper into the network
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Outsourcing Segments
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« Remote Services

« SaaS and PaaS rely on providers for
security and network designs /\i

CySA+

\ O
* Directly Connected Remote Network v

 Acts as an extension of your intranet
 Utilizes laaS with direct point-to-point VPNs

 To users, it appears the laaS is just part of
your network

* Low-level host protections at 1aaS are still
handled by the third-party service provider
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Layered Host Security

» Servers, desktops, laptops, smartphones
are all considered hosts on your network

» Often the most at-risk part of the network
since your users directly use them
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Common Security Controls

* Passwords and strong authentication
* Encryption (file or full disk)

* Host firewalls and Host-based IPS

» Data Loss Prevention (DLP) software
» Whitelisting/Blacklisting of software

* Antimalware/Antivirus software

» Patch management

» System hardening

 Configuration management

* File Integrity Monitoring

 Logging of events and issues

TRAINING THE CYBER SECURITY WORKFORCE
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Cryptography:
Encryption and Hashing

* Encrypting files or the full disk can
protect “data at rest”

* Proper storage of the encryption
keys/passphrases is critical to security

* Hashing of files can be used to ensure
file integrity, as well

TRAINING THE CYBER SECURITY WORKFORCE
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Logging, Monitoring, and
Validation

* Logs must be securely stored and
centrally monitored

» Specialized log server or SIEM (Security
Information and Event Management)
* Tripwire, AlienVault, Splunk, ...

» Configuration Management (Microsoft
SCCM and others) allow validation of
system settings and software across the
connected hosts

TRAINING THE CYBER SECURITY WORKFORCE
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Data Analytics

* Integrating logs across the devices
provides the most value and information

* Manual review of logs Is time consuming

» Automated systems can help prioritize
items for review based on heuristics and
previous signatures created

* You need to conduct data aggregation
and correlation, trend analysis, and
historical analysis
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Data Aggregation and
Correlation

TRAINING THE CYBER SECURITY WORKFORCE

» Combine data from multiple sources to
identify events impacting different

systems

« System logs, authentication logs, application logs,
event logs, and others into central analysis node

» Effective as a detective control
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Trend Analysis
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* Analyzes system, events, and devices to
detect trends and patterns

* |dentifies issues that are outside of
expected growth or usage patterns




Historicel Analysis

* Analyzes system, events, and devices
over time to detect trends and patterns

 Helpful during incident responses as it
looks back over a longer period of time

Lo B |
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Policies, Processes,
and Standards

TRAINING THE CYBER SECURITY WORKFORCE

 Foundation of administrative controls

* Includes:
« Change control
« Configuration management
* Monitoring and response
* Personnel security controls
* Business continuity
» Disaster Recovery




Separation of Duties

* Requires more than one person to
perform a task by breaking the task into
additional parts

* Provides a system of checks and

balances to prevent fraud and abuse
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Dual Control
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* Process requiring two individuals to
perform the action together

* Example:
Unlocking a safe or a server room




Succession RPlanning
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* Focuses on ensuring important duties
will always have someone who can
perform them

* Prevents issues from task not being
performed during personnel turnover

* Example:
A primary and backup administrator




Cross Training off Employees

* Focuses on teaching employees skills to
cover tasks other coworkers perform

* On-the-job training is used to ensure you
have additional resources for a big
project in the future or if someone quits
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Background Checks

TRAINING THE CYBER SECURITY WORKFORCE

» Conducted prior to hiring an employee
« Example: .
Bank runs credit check on new hires Y.

T




Mandatory Vacation Time

e Staff members must take vacation

* Allows us to identify any issues being
hidden since the person will not maintain
continuous access to the systems
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Termination
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* Policies and procedures focuses on what
to do when an employee is terminated

» Retrieving company property, disabling
accounts, changing security codes, etc.
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Outsourcing Concerns
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* |f you outsource, there are additional
things you need to be concerned with...

* Proper vetting of the provider
 Employment practice

* Access control

« Data ownership and control

* Incident response and notification process




Proper Vetting and
Employment Practices

* What kind of background checks are you
doing on the service provider?

* What kind of background checks are
done on their employees?

* What internal personnel controls are
used?

* How do they handle employee issues?

TRAINING THE CYBER SECURITY WORKFORCE
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Access Control

 How Is access control handled to the
system?

* How is your data physically or logically
segmented from other organizations that
the service provider handles?
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Data Ownership and Control

TRAINING THE CYBER SECURITY WORKFORCE

 Who owns the data”?

* |s it encrypted when stored?

* Does the service provider have access
to just the data, or do they also have the
encryption keys?




Incident Response and
NotifFication Processes
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* How will you be notified if there is a
breach?

* Or, will you even be notified if there is a
breach?
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User Awareness Training

» Users are the biggest threat to networks

* Proper security training is the most cost
effective control that can be applied in an
organization

* All the technical controls in the world
won’t stop a threat if a user lets the bad
guys into your network...
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Areas To Discuss

* Acceptable Use Policy

 Threats face by the organization

* How to report a security issue
* Physical security concepts
* BYOD Policy

» Data handling requirements
» Best practices for passwords, emails,

remote work, secure web browsing, etc.
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Spearphishing and Phishing
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Analyzing Architectures

* Attackers always look for the flaw in the
architecture’s security controls

 Penetration testers act like an attacker to
find these flaws, gaps, and single points
of failure

* When analyzing security controls,
determine if they meet the given
requirement or stated goal

TRAINING THE CYBER SECURITY WORKFORCE
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Reviewing Architectures

* Operational View

* Focuses on how a function is performed or
IS supposed to accomplish

* Technical View

* Focuses on technologies, configurations,
and settings used in an architecture
(system or service)

* Logical View
* Focuses on the interconnections of systems

with less technical details than the
technical view
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Common Issue:
Single Points ol Failure

» Singular part of the system that could
cause the entire system to fail or the
desired security level to fail is exploited
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Common Issue;:
Data Validetion and Trust

* Data is commonly assumed to be valid
and trustworthy in a system

» Can cause issues, such as trusting input
provided to web application will be valid

» Can lead to SQL injections or other
ISsues

 To prevent this, systems should be
designed with validation and integrity
checking

TRAINING THE CYBER SECURITY WORKFORCE
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Common Issue:
Users

* The largest cause of a security failure

* Mistakes and abuse can be at fault

* To prevent this:
« Use automated monitoring to detect error
» Constrain interfaces to only allow activities
* Implement procedural checks and balances
* Provide user awareness training
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Common Issue;
Authentication € Authorizetion

TRAINING THE CYBER SECURITY WORKFORCE

» User credentials, passwords, and
permissions can cause security failure

, ‘_
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« To prevent this: N

 Multifactor authentication I

» Centralized account management
 Centralized privilege management
* Monitor privileged account access
» User awareness training




Architecture Reviews

» Step-by-step analysis of organization
security needs

* Begin with the design requirements and
then look at technical and logical
diagrams

* |dentify issues and report them per your
organizational processes




Maintaining
Secure Architectures

* Threats change over time and systems
become outdated

» Conduct scheduled reviews
« Systems, networks, and processes

» Continual Improvement
* Incremental improvements over time

» Retirement of processes
 Policies can become no longer relevant
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Wheat is Identity?

* Collection of user information, rights,
credentials, group memberships, & roles

» Set of claims about an individual or
account holder made about one party to
another party

» Key part of authentication, authorization,
and trust
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Attributes of Identity
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 Name, address, title, contact information,
identification number, etc...

* Attributes populate the directory and can
be used as an authentication process




AAA: Authentication,
Authorization, and Accounting

TRAINING THE CYBER SECURITY WORKFORCE

» Used to control access to computers,
networks, and services

, ‘_
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* AAA systems use usernames, oV
passwords, or other attributes of an e ' vt

identity to authorize access

Username

Password




AAA: Authentication,
Authorization, and Accounting

* Authentication
* Individual proves who they are

e Authorization

* Individual is provided access to a
given resource

» Accounting

* Logs and monitors a user when an
authentication or authorization attempt
IS made or completed

TRAINING THE CYBER SECURITY WORKFORCE
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Centralized Identity and
Access Management (IAM)

TRAINING THE CYBER SECURITY WORKFORCE

» Systems built to create, store, and
manage identity information, including
group memberships, roles, permissions,
and more

correspond of
P — e ldentities «——

consist  Attributes /

- . e e e e e e e e e e




Wheat does |IAM do For us?
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* Provisioning accounts
» Authentication

* Single-Sign-On (SSO)
* LDAP Directory

 Account Maintenance
* Reporting
* Monitoring

* Logging
 Auditing
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Identity Systems

* Provide common functions
* |dentity creation and management
» Authentication and authorization
» Federation of identity information

 To provide these functions, we use:

* Directories
 Authentication services

* |dentity Management Platforms and
federated identity tools
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Directory Services

» Used in networks to provide information
about systems and users

* LDAP (Lightweight Directory Access

Protocol) is commonly used

* Microsoft's Active Directory, Oracle’s Internet
Directory, IBM’s Security Directory, OpenLDAP,
389 Directory Server, ApacheDS, and OpenDJ

» Can be used to make organizational
Information available to email and other
programs

TRAINING THE CYBER SECURITY WORKFORCE
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LDAP Directory Structure
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dc =
diontraining

E S

cn = ch = ch = ch =
student teacher staff intern

dc = domain name
ou = organizational unit
ch = common name




Securing LDARP
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* Enable and require TLS for LDAP query

» Set password storage to use salted hash Zor Sy —

CySA+

Y
 Disable unauthenticated and anonymous amm

LDAP modes (require user/password)

* Replicate LDAP to a redundant server to
prevent outages or Denial of Service

» Strong ACLs on LDAP to limit access to
objects using least privilege model




LDARP Injection

* Type of attack where improperly filtered
iInput via web applications send arbitrary
LDAP queries to the server

* Prevent this by:

» Escaping all variable using the right LDAP
encoding function

» Use frameworks that automatically protect
from injection (LINQ to Active Directory)

* Minimize privileges assigned to LDAP web
apps

* Use input validation to whitelist what is
allowed

TRAINING THE CYBER SECURITY WORKFORCE
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Authenticaetion Protocols
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* Protocols used to supply verification of user’s
identity to a relying system

« Examples:
« TACACS+
« RADIUS

« Kerberos




TACACSH+
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* Cisco extension to the Terminal Access
Control Access Control System

» Uses TCP to provide AAA services

 Lacks integrity checking of data it sends
« Subject to replay attacks

* Encryption flaws
* Encryption key can be discovered by attacker

 Don’'t use TACACS+ unless on an isolated
network, it is just too flawed...




RADIUS
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« Remote Authentication Dial-in User Service

 Most common AAA for networks, wireless
networks, and other services

« Operates over TCP or UDP in a client-server
model

« Password obscured using shared secret and
MD35 hash (not considered strong)

 RADIUS traffic should be encrypted using
IPSec between endpoints




Kerberos
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* Designed with security in mind

* Operates on untrusted networks using
encryption of its data

* Principles (users) comprised of three

elements:
* Primary (usually a username)
* Instance (unique ID incase usernames are similar)
« Realm (group of primaries)

» Replaced NTLM for AAA in Windows domains




Kerberos Authenticeation

auth

Authentication
Server (AS)

request
#
‘ AiB
Client/TGS mam mm

cC,D
TGT
authenticator

E. G
Client to server ticket

TGT

=,

Client_to_server ticket
Client/server

Service
Server (SS)

H
time auth
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Single-Sign-0n (SS0)

* Allows users to authenticate once and
then be able to use multiple systems

* Examples:
* LDAP
* CAS (Central Authentication Service)

» Benefits:
* Reduce password reuse

* Fewer password resets and support
calls
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Shaered Authentication

* OpenlD

* Open-source standard for decentralized
authentication

« Uses Google ID to logon to all sites

* OAuth

* Open authentication standard used to share
elements of identify with third-party
(ie., Google provides your info)

* OpenlID Connect

 Authentication layer built using OAuth protocol

 Facebook Connect

« Facebook login to authenticate to other websites
and services
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Threats to Identity Systems

TRAINING THE CYBER SECURITY WORKFORCE

* Threats to the underlying authentication and
authorization system
» Exploit how users login
* How credentials are handled
* How users are authorized

 Target account lifecycle
» Creating credentials
* Preventing credential removal
 Elevating privileges of credentials

* Attack the account itself
* Phishing
« Compromise systems holding credentials




Personnel-based Threats
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» Targets users through phishing or social
engineering techniques

S —
* User awareness training helps prevent this %

T

* Insider threat would also fall into this category




Endpoint Threats

TRAINING THE CYBER SECURITY WORKFORCE

» Targets your endpoints through...

 Local exploits
» Keyloggers

* Local administrative credentials
 Password stores and tokens -

* Protect by using anti-malware and anti-virus

 Protect by using strong authentication stores




Other Identity Threats

e Sever-based Threats

 Attacks your servers to send identity and
authentication information to AAA servers

» Application/Service Threats

 Attacks your applications and/or services that rely
on identity and authentication

* Roles, Rights, and Permission Threats

* Threats focused on users or groups roles, rights,
and permissions
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Attacking AAA
Protocols and Systems

* Directory, authentication, and SSO systems
are great targets for attacks to go after

 Attackers use specific vulnerabilities and
misconfigurations to target the AAA protocol
itself or how a server implements the protocol

» Attempting system compromises of domain
controllers and AAA systems is common

TRAINING THE CYBER SECURITY WORKFORCE
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Attacking LDAP
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 Target unencrypted LDAP traffic to capture

traffic for replay attacks
» Use secure binding to prevent this =

CySA+‘
» Target improper access controls to harvest SO
directory information or to modify directory an

« Setup good access controls

* Perform LDAP injection against vulnerable

web applications that interface with directory
» Validate web-based input and use least privilege

* Conduct Denial-of-Service against LDAP to
cause services to fail which rely on it
» Design scalable LDAP for redundancy




RADIUS

* Authentication commonly used for network
devices and VPNs can be attacked by...

« Session replay of server or client responses

« Compromising shared secret key from
client machines

 Brute-force share secret key from a stolen
password

* Denial-of-Service to prevent user
authentication
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Kerberos
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 Relies on central key distribution center (KDC)

 Compromise of KDC allows
Impersonation as any user

« Common attacks:
« Stealing administrator account credentials

» Kerberos ticket reuse
» Pass-the-ticket allows impersonation for ticket lifespan
« Pass-the-key allows reusing secret key to get new tickets

 Ticket Granting Ticket (TGT) attacks

» “Golden Ticket” allows creation of new tickets, account
changes, and creation of new accounts/services




Active Directory

» Core identity store and AAA service for
Microsoft Windows domains

« Many exploits built for clients, servers, and AD

* Many Windows domains contain older
systems still...

* or are at least backward configurations still
activated which makes them vulnerable to attack

* Very common target for attackers
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Attacks on Active Directory
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« Malware focused on stealing credentials
...or Phishing or social engineering

* Malware focused on Windows server exploit

* Focus on attacking older services like NTLM,
LANMAN, NetBIOS, unsigned LDAP, or SMB

* Privilege creep of service accounts
 Overuse of domain admin credentials

* Privilege escalation attacks




OAuth, OpeniD, OpenID Connect

TRAINING THE CYBER SECURITY WORKFORCE

* OAuth and OpenlD are implemented by each
service provider leading to configuration flaws

‘ ; ‘
_ CySA+‘
* Open redirects are a common attack \ A~/

 Redirects and forwards aren’t validated T

« Untrusted user input can be sent to web apps
» Users can be redirected to untrusted websites

 Potential for phishing, pharming, or bypassing of
website security

* Original account information will not be
compromised, but your web application may
allow in untrusted users




OAuth, OpeniD, OpenID Connect

* OpenlD attacks have been directed at
vulnerabilities in the protocol itself

« Example:
 Attackers forged request to gain arbitrary logins

* OAuth2 is vulnerable to cross-site request
forgery (CSRF) attacks

 Attack attempts to get user to click a link so that
their browser performs an action as the user

* OpenlID Connect provides extra encryption
and signing to prevent many of these exploits

TRAINING THE CYBER SECURITY WORKFORCE
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Targeting Account LiFecycle

Create account and
password

Provision to
services and set
rights/roles

Retire/delete
account

Modify/Maintain

Disable account
account

A
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Utilize Least Privilege
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» Users should only be provided with the
lowest set of privileges and access
necessary to perform their job functions




Prevent Privilege Creep

» Accounts tend to gain privileges overtime
based on rotating job functions a user
undertakes

* Always ensure to remove old rights when

they are no longer needed
 Employee get promoted or moved to another job

TRAINING THE CYBER SECURITY WORKFORCE




Identity LiFecycle Management

* Numerous tools exist to help with this

* Centrify, Okta, and Ping Identity provide
account lifecycle maintenance and
monitoring features

G
Centrify Pingldentity @kl
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Impersonation Attacks

TRAINING THE CYBER SECURITY WORKFORCE

* Attacks takes on the identity of a
legitimate user

» Usually involves credential theft or open
redirects (OAuth)




Session Hijacking

 Attacker takes over an existing session
by acquiring or guessing the session key

* Prevented through encrypting sessions

Session ID = ACF3D35F216AAEFC ~\‘
o
% =

Web Server

Attacker
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Man-in-the-Middle (MITM)
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* Attacker accesses the information flow
between systems or services

* Prevented through using session or link

encryption tunnels

Alice Mallory

G




Privilege Escalation
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 Attacker elevates their permissions from
one level to a higher level

» Usually follows an attack on a normal
user account credentials

Kemel A




Rootkits
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 Attacker uses malware to provide
continued access to a server/client while
hiding their own presence
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Credential Thelt
 Attackers can target users, services, or
simply brute force credentials to
compromise them

3.1415926! 6333:22_ 52 6§ 83279502
2

8841971 2,105820. 5 0230781
64062862 " 528034825 710679821
480865} $ 66470938446, 9582231
7253598 2R4R111745028418° (193852
11055585441 = 0f114288109
7566593344( g, 7 $783165271
2019091456 7N 1045432664
8213393607 iy Wty 5870066063
1558817488; AW 4091715364
3678925903+ 12046652138
4146951947 — 1657595919
530921861%"% 118548074
46237996274956735188575272489122793




Phishing
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* Aimed at stealing credentials by tricking
users into clicking on a link in an emaill
and entering their username/password




Compromise Other Websites
(Password Reuse)
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* Aimed at stealing credentials from a less
secure server, then reusing them in your
organization oy

CySA+

Y
* |If the other server stored them as MD5 - u

or other weak key stores, it becomes
easy to crack the passwords




Brute-FForce Attack

* Login using every different combination
until you gain access

* Prevent:
 Limit number of login attempts
« Use CAPTCHA-style to prevent automation

O %‘-eﬂvaks . ™
I'm not a robot
" 8
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Securing Authentication

TRAINING THE CYBER SECURITY WORKFORCE

 Technical and administrative controls can

help secure the authentication process
e

CySA+

» Uses strong passwords/passphrases Y

T

» Password management is a concern
» Consider Single-Sign-On
« Token-based for multifactor
« Password safes (LastPass, Dashlane, etc)

* Encrypt communications between clients and
authenticators using TLS




Securing Authorization (Users)

 Access control ensures users are
matched with rights/privileges

* Polices to control what rights are given

* Implement management systems for
approving rights

* Monitor/report on which accounts have
which rights assigned
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Securing Authorization (Admin)

TRAINING THE CYBER SECURITY WORKFORCE

* Privileged User Management concerns

giving admin rights to users
L onr e

CySA+

» Use additional monitoring and logging Y

* Implement separation of duties

» Use appropriate training

* Prevent admin accounts from being used
as daily accounts




MultiFactor Authenticetion
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« Use two or more factors for
authentications
* Knowledge factors
* Possession factors
* Biometric factors
| ocation factors

i ] Authenticator

424263

051570

394086

509854




Context-Based Authentication
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 Authentication decision Is based on
information about the user, system, etc.

» User’s role or group membership

* Time of day in relation to user’s hours
P address and reputation

~requency of access et

_ocation (IP or GPS)

* Type of device
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Identity as @ Service (IDaaS)
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* Provides authentication services, usually
through cloud-based resources

o

CySA+
* Identity lifecycle management Y.
* Directory services (LDAP, AD, or others) a

» Access management
« SSO via SAML, OAuth, or other technology
* Privilege account management/monitoring

* Reporting, auditing, and other
oversight/visibility into the identity lifecycle




Challenges with IDaaS

* Will you centralize your directory services or
will internal and external directories be used?

« How about authentication? Centralized or
federated?

* Will you use local or cloud-based authoritative
credential stores?
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IDaasS Beneflits
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* If your current organization doesn'’t already
have strong identity management, IDaaS can
be a big improvement in security...

...can be better managed
...can be more capable

...can be more secure

* Centralized monitoring and reporting can help
detect issues sooner than traditional systems
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Detecting Identity Attacks

TRAINING THE CYBER SECURITY WORKFORCE

* |dentity and Access Management
systems should be fed into the SIEM

, ‘_
CySA+ ‘

» Configure your SIEM to detect: Y

* Privileged account usage n

* Privilege changes and grants

» Account creation or modifications
* Terminated user account usage

* Lifecycle management events

« Separation of duty violations




Active Monitoring

* Knowledgeable technicians should
actively monitor identity systems

 Humans should analyze reports to
identify issues

 Remember, you must know what normal
looks like in order to detect the abnormal
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Federated Identity Systems

* Moves the trust boundary outside your
organization to Google, Facebook,
LinkedIn, or other identity providers

* |dentity Provider (IDP)

* Provides identities & release data to relying parties

* Relying Party (RP) or Service Provider (SP)

 Members of the federation that provides services to
the user when identified by identity provider

« Consumer or User

» Asked to make decision on who to share their
identity with by IDP in order to get services from
RP/SP

TRAINING THE CYBER SECURITY WORKFORCE
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Federated Identity Systems

TRAINING THE CYBER SECURITY WORKFORCE

~

-
m Register RP Attributes @
‘
RP
o WV,
I
[ -

@ Federation Protocol




Choosing &
Federated Identity System

* Do you care that the user says who they are?

* If not, use Google, Facebook, etc.
« Otherwise, find identity provider that vets its users

* When users signup for your site using
federated ID, you immediately provision a user
account on your system mapped to the
attributes released by IDP

(

§  Login with Facebook
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Federated Identity Systems
Technologies

TRAINING THE CYBER SECURITY WORKFORCE

« Security Assertion Markup Language (SAML)

« OAuth and OAuth 2.0

 Active Directory Federation Services (ADFS)

* OpenlID Connect




Security Assertion
Markup Language (SAML)

TRAINING THE CYBER SECURITY WORKFORCE

 XML-based language to send authentication
and authorization data between IDP and RP

» Used to enable SSO for web apps & services

Service Provider I User Agent | Identity Provider I

 Allows attribute,
authentication, and '+ 00"
authorization 2| RedmeossOsees |
decisions to be R
exchanged e A o

Request Assertion Consumer Service

Redirect to target resource

Request target resource

Respond with requested resource .




OAuth and OAuth 2.6

* Developed by the Internet Engineering Task
Force (IETF) to provide an authorization
framework to allow service provider
applications to access HT TP-based services

* Provides access delegation to allow service
providers to provide actions on behalf of user

» Supports web clients, desktops, mobile
devices, and other embedded device types
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OAuth and OAuth 2.6

TRAINING THE CYBER SECURITY WORKFORCE

* OAuth has types of four parties served:

* Clients
* Applications that the user wants to access/use

* Resource Owners
* End user being serviced

« Resource Servers

« Servers provided by a service the user wants to
access

 Authorization Servers
« Servers owned by the identity provider (IDP




Flickr Federated Example
(OAuth Authentication Process

Application

Get a Request Token

* Request parameters

- cauth_consumer_key
ocauth_nonce
ocauth_signature_method

- cauth_signature
ocauth_timestamp
ocauth_callback

- cauth_version (optional)

—{

Direct user to Flickr
for Authorization

Exchange the Request
Token for an Access Token

* Request parameters.
oauth_consumer_key
oauth_nonce

- ocauth_signature_method
oauth_signature

- oauth_timestamp

- oauth_verifier

- oauth_version (optional)

=

—{

Use ocauth_token to
access protected
resources

Flickr
& W

Returns a Request Token

* Response parameters;
- oauth_token
- oauth_token_secret
- oauth_callback_confirmed

Prompts user to provide _}_
Authorization

Redirects user back
to Application, passing
oauth_verifier

— o

Grants an Access Token
and Token Secret

* Response parameters
- oauth_token
oauth_token_secret
- fullname
- username
- user_nsid

Authorizes application
access
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Active Directory
Federation Services (ADFS)

* Microsoft’'s answer to federated identities

TRAINING THE CYBER SECURITY WORKFORCE

~

* Provides authentication and identify data as vy |
claims to service providers N0

T

* Partner sites use trust policies to match claims
to claims supported by their services to make
their own authorization decisions

 Works similar to the OAuth authentication
process




Incident Response For
Federated Identity Systems

» Check your contract (if you have one)

 IDP usually responsible for notifying account
owners (users) and RP/SP of a breach and
required response (like password resets)

 RP/SP must determine their response if IDP
was compromised (what response, if any)

* |If your users’ accounts are compromised,
how will you provide them access?
* Think about if a Facebook login got stolen...
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Sofffware Development
LiFe Cycle (SDLC)

« Software development doesn’t always follow
formal models

TRAINING THE CYBER SECURITY WORKFORCE
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* Many different forms of SDLC... N0
but all share 8 basic functions/phases _—

« SDLC can also be used for applications,
services, systems, or other desired outputs

 Planning for security early in the process will
provide better security at a cheaper price...




Sofffware Development
LiFe Cycle (SDLC)
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Transition




Planning

TRAINING THE CYBER SECURITY WORKFORCE

* |nitial investigations into the effort conducted

* Determines feasibility of designing the desired
software, costs, and any alternate solutions

 End result; decision to move forward or not

H l'

t//




Requirements

TRAINING THE CYBER SECURITY WORKFORCE

» Gain customer or stakeholder input to
determine required functionality

* What should the program do?

« What does your current program not do?




Design
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 Creates designs for functionality, architecture,
integration points, techniques, data flows,
processes, and other elements




Coding
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* Programmers start writing the code for the
software and conduct testing of individual units
of code and through code analysis

ey -




Testing

TRAINING THE CYBER SECURITY WORKFORCE

* Formal testing with outside development team
(stakeholders, customers, beta group, etc)

» User Acceptance Testing ensure users are
satisfied with the functionality




Training and Transition
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e Ensures the end users are trained on software

» Consists of acceptance, installation, and
deployment of software into live environment




Operations and Maintenance

TRAINING THE CYBER SECURITY WORKFORCE

* Longest phase of the SDLC

* Patching, updating,
modification, and
daily support for the
new software occurs




End of LifFe
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 Disposition and retirement of the software

* How will you stop supporting the software?

* Will you migrate users to a new version?




Sofffware Development
LiFe Cycle (SDLC)
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Sofffware Development
Models

TRAINING THE CYBER SECURITY WORKFORCE

 Many models of software development exist

* Models provide a common framework to use

« Can use detailed practices, procedures, and
documentation

e Can also be less formal and haphazard




Waterfall Model
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 Linear model with each phase following the
previous phase

Requirements Product raquirameznts documeant
|
Design t> Softwarz architzcturs

Implementation Jufiurars

EE—

Verification |

R

Maintenance |




Spiral Model
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» Modification of Waterfall, it adds iterative
process to revisit phases over and over

A Cumulative cost

1.Determine Progress 2. ldentify and

objectives //*“A* resolve risks

]

—1

Operational

i Prototype 1 Prototype 2 prototype
Re quir ements

R —
ﬁ /\
Q )
e dan| &
\{
~"
Implementation

4- P'an tm Release “'—’/
next iteration 3. Development
and Test




Agile

TRAINING THE CYBER SECURITY WORKFORCE

* [terative and incremental process

* Foundations of Agile:
* Individuals and interactions are most important
« Working software is better than the documentation
« Customer collaboration over contract negotiation
« Responding to changes fast is better than a plan

‘\%/\
."/ ]

( ; A4 [ 30days
' r By
—J L

Product Backlog Sprint Backlog Sprint

Working increment
of the software




Terms Used in Agile

TRAINING THE CYBER SECURITY WORKFORCE

» Backlogs |
» List of features or tasks to complete [ /=8 =l
» Planning Poker e
» Estimation tool for planning in Agile &~
» Timeboxing '
« Agreed upon time to work on specific goal

» User stories
* Describe high-level user requirements

* Velocity tracking

« Adds up estimates for current sprint efforts and
compares to what was actually complete




(Rapid Application Development)

* [terative process relying on building prototypes

* Provides a highly responsive development
environment for modularized work

* No planning phase... they just start coding

s

=
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Terms Used iIn RAD
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» Business Modeling
* Focuses on understanding business processes

« Data Modeling

« Gather and analyze datasets and the relationships
* Process Modeling

» Define the processes and data flows

* Application Generation
« Code & convert data and processes into prototype

 Testing and Turnover

* Focus on interfaces between components and
verifying functionality




Big Bang SDLC Model

TRAINING THE CYBER SECURITY WORKFORCE

* All coding is based on requirements and
making resources available

* Doesn’t scale well, works best for single coder

* No planning or process
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V Maodel

« Extension of the waterfall which pairs testing
and development phases together

Concept of Opearr'_'aé‘.lon

Operations Ve"“;",ﬁg““ Maintenance

Validation

Project Requirements System
Definition and Verification

Architecture and Validation

Integration, _
Detailed Test, and Project
Design Verification Test and
Integration

Implamentation

Time >
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Coding For Security

TRAINING THE CYBER SECURITY WORKFORCE

« Security should be added in requirements

» Security is built during design and coding

» Security is then tested in prototypes and final
products




Secure Coding Practices

TRAINING THE CYBER SECURITY WORKFORCE

« Have an organizational secure coding policy

» Conduct risk assessments (and ongoing
assessments) to prioritize issues to remediate

 User input validation (prevent XSS/SQL inject)

« Consider your error messages
* What information is being given? Too much?

» Database security in application and database
* Prevents data leaks




Secure Coding Practices
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* Encrypt sensitive information being stored

« Hash passwords your applications store

 Design for availability and scalability
» Conduct load and stress testing

» Conduct monitoring and logging

* |[f possible, utilize multifactor authentication




Secure Coding Practices
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» Code for secure session management
* Prevents session hijacking

* Proper cookie management
« Secure cookies if used in web applications

* Encrypt network traffic
« Use TLS to prevent network-based data capturing

» Secure the underlying infrastructure

* As a cybersecurity analyst, your biggest impact will
usually be on the infrastructure and not the code




Open Web Application
Security Project (OWASP)

« Community hosting standards, guides, best
practices, and open source tools

* Provides updated lists of proactive controls to
test your web application’s security

* Check out OWASP.org

« OWASP o Proactive
welcome to OWASP 2017 World Controls?  Top 10
the free and open software security Tour - o ZAP e OWTF®
community Boston Proxy & « ASVS
o Dependency e Cheat o SAMM
Check? Sheets 7

out - Searching « Editing - New Article - OWASP Categories . CONTACT-US#
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Source Code Management

« Use check-in/check-out and revision history to
ensure you know what code is current version

« Source Control Management or Version
Control tools, like Git, Subversion, or CVS

GitHub

TRAINING THE CYBER SECURITY WORKFORCE
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Testing Application Code

TRAINING THE CYBER SECURITY WORKFORCE

. Scanning using a tool

. Automated vulnerability scanning tools
. Manual penetration testing
. Code review
 OWASP considers code reviews the best and

most thorough of these options

« “360 Reviews” combined code review with
penetration testing, then review’s code again




Code Reviews
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» Shares knowledge of the code with others

* More experience is learned across the team

» Detects problems and enforces good coding

* Agile and formal models:
 Pair Programming
* Over-the-Shoulder
« Pass-Around
* Tool-Assisted
* Fagan




Pair Programming
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» Agile development technique

* Two developers use one workstation

* Provides real-time code review but is costly
- 1 B - -




Over-the-Shoulder
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» Agile development technique

* Developer who coded software explains it to
another developer

 Lower cost than
pair programming
since It occurs at
Intervals instead
of having a
constant review




Pass-Around
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 Code d
e documentati
ntation i
. <7pp’ . On IS mu L]
jg="fb-root"></a1v> l I Or
45 >(functionld, S: id e I I l O
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is d.createElement(s); js.id H
js.src "//connect.facebook.net/en_US/sdk.jslebal 16version
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< id="page" class:“site">
< c\ass:"skip—link screen—reader—text" hrcf:“:contcnt"><?php e

< 1d="masthead“ c1a55="site—header" ro\e:"banner">
c\ass:"site-branding“>
< class="navBtn pul\—lcft">
<1php (is_nomc() sxpanell‘homepage-style'] ni™
<> href="#" id:"openMenu">< class="fa fa-bars fa-3x"></ »/ >
<7php ¥

>
< href="#" 1d="openHenu2“>< class="fa fa-bars fa-3x"></ »</ >
<tphp } >

>

—left">
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</>

>
c\ass:"search—box hidden—xs hidden-s® pu\\—\cf( al-10">
<1php get_search_form(): >

>
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< href="<7php echo get_page—lxnk(Stpanell'submxt—lxnk‘l) »*

>
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Tool-Assisted
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« Formal or informal software-based tools
conduct code reviews

» Specialized software allows the reviewers to
mark up the code, provide feedback, and more




[Fagan
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 Structured formal code review by a team of
reviewers

» Specifies entry/exit criteria for each process

* More costly and harder to implement than
other types of code reviews

Planning »  Overview » Preparation .‘ Meeting >l Rework »| Follow-up
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Finding Security Flaws
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* Coding flaws are always going to occur
* Programming and syntax errors
» Business logic and process errors
 Error handling
* Incorrect integration with other services




Static Analysis
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« Conducted by reviewing the code manually or
with an automated tool

* Code is not run during static analysis

* Form of white-box testing

“>
‘V’o‘%x

W 0>
PRI LILI LT




Dynamic Analysis
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» Code is executed while providing specific input

» Uses automated tools or manual input

* Types
* Fuzzing
 Fault Injection
* Mutation Testing
 Stress Testing (Load Testing)
» Security Regression Testing




Fuzzing
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» Sends invalid or random data to an application
to test ability to handle unexpected data
_ CySA;i
 Typically automated to use large datasets N>

T

» Used to detect
input validation,
logic issues,
memory leaks,
and error handling




Fault Injections
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* Directly inserts faults into error handling parts
of the code to test them

 Examples:
« Compile-time injection
* Injects faults by modifying source code before compiling
 Protocol software injection
» Uses fuzzing to send noncompliant data to a protocol
* Runtime injection

* Inserts data into running memory of the program or by
sending in a fault to the program to deal with it




Mutation Testing

« Makes small changes to the program itself to
determine they would cause a failure

* |If they cause a failure then they are rejected

» Used to test if code is testing for possible
Issues with unexpected input types
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Stress Testing (Load Testing)
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* Ensures applications and systems can support
the expected production load

» Uses automated tools to “stress” an expected
load and determine if its handled properly

* Test for the worst-case scenario

« Can be conducted against
entire system or just a
single component




Security Regression Testing

* Ensures that any changes made do not create
new problems or issues in the application

* Used most commonly when a new patch or
update is added

* Verifies no new vulnerabilities or
misconfigurations have been added

-

Scan Scan

\...

Patch
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Web Application
Vulnerability Scanning
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» Dedicated web app vulnerability scanners do
better than Nessus, Nexpose, and OpenVAS
CySA;i

* |[dentify problems with applications and the N0

underlying web servers, databases, and _—
infrastructure

 Examples
* Acunetix WVS « Netsparker

 Archni * QualysGuard’'s Web
* Burp Suite Application Scanner

* IBM’s AppScan « W3AF
 HP’s Weblnspect




acunetix

Dashboard

Acunetix

Vulnerability Severity Vulnerability

Criticality Target High Medium

Medium @Low
High
Critical
High
Business Criticality

Normal

Low

Times Identified

Sevenly

Medium
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Acunetix

erified)

Vulnerability description

This script is possibly vuinerable to SQL Injection attacks

SOL injection is a vulnerability that allows an attacker to alter backend SQL statements by manipulating the user input. An SOL injection occurs when web applications accept user input that is
directly placed into 3 SQL statement and doesn properly filter out dangerous characters

This is one of the most common application layer attacks currently being used on the Intemet Despite the fact that it is relatively easy to protect against, there is a large number of web
applications vulnerable

This vuinerability affects Mistproducts.php
Discovered by: Scripting (Sql_Injection.script)
Attack details

URL encoded GET input artist was set to (select 1 and row(1,1)>(select count(*),concat(concat{CHAR(52),CHAR(67),CHAR(117),CHAR(98),CHAR(52),CHAR(117),CHAR(78),CHAR(77),CHAR
(72),CHAR(79),CHAR(55)),floor(rand()*2))x from (select 1 union select 2)a group by x imit 1))
Injected pattern found

4Cub4uNMHEO7

View HTTP headers

View HTML response

@ Launch the attack with HTTP Editor
@ Retest alert(s)

@ Mark this alert as a false positive

v
v

The impact of this vuinerability
An attacker may execute arditrary SQL statements on the vulnerable system. This may compromise the integrity of your database and/or expose sensitive information

Depending on the back-end database in use, SQL injection vulnerabilities lead to varying levels of data/system access for the attacker. It may be possible to not only manipulate existing queries
but to UNION in arbitrary data, use subselects, or append addmonal quenes. In some cases, it may be possible to read in or write out 10 files, or 10 execute shell commands on the underlying
operating system

Certain SQL Servers such as Microsoft SQL Server contain stored and extended procedures (database server functions) If an attacker can obtain access to these procedures it may be possible
to compromise the entire machinge
How to fix this vulnerability

Your script should filter metacharacters from user input
Check detailed information for more information about fixing this vulnerability

Detailed information
¥ Click here for more detailed information about this vulnerability
Web references

Acunetix SQL Iniection Aftack

.
e Advanced SCL Injection
e Security Focus - Penetration Testing for Web Applications (Part Two)

o lMore Advanced SQL Iniection
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Manual Scanning
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* Uses and interception proxy to capture
communications between browser and server

* Testers can modify data sent and received

 Examples
» Tamper Data for Firefox and Chrome
* HitpFox
 Fiddler
« Burp Suite




Toamper Data

@ Tamper Data - Ongoing requests Lo B | | TRAINING THE CYBER SECURITY WORKFORCE
Start Tamper Stop Tamper Clear Options Help
Filter

Time Saze Method Status  Content Type URL

14:43:46010 1130 GET 200 Image/x-icon http://www leviaducdemillau.com/favicon.ico

14:43:52757 10854 GET 200 application/x-shockwave-flash  http://www leviaducdemillau.com/data/pages/en_pagel ...
14:43:56082 74462 GET 200 application/x-shockwave-flash  http://www.leviaducdemillau.com/data/modules/en_actu...
14:43:56.090 20800 GET 200 apphcation/x-shockwave-flash  hitp//www.leviaducdemillau.com/data/modules/en_tele...
14:43:56.091 1049927 GET 200 application/x-shockwave-flash  http://www . leviaducdemillau.com/data/modules/shde_i...
14:4400657 14577 GET 200 apphication/xml http://www.leviaducdemillau.com/actus.xml

14:44:13348  unknown GET pending unknown http://www leviaducdemillau.com/actus.xml

Request Header Name Request Header Value Response Header Name Response Header Value

Host wwwe leviaducdemillau.com Status 0K - 200

User-Agent Mozilla/5.0 (Windows NT 6.1; WOWE4; Date Sat, 24 Mar 2012 09:1
Accept text/html application/xhtmiexml applid || Server Apache/1.341 (Uno
Accept-Language en-us en;g=05 Last-Modified Wed, 11 Jan 2012 20:
Accept-Encoding gzip, deflate Etag "2febd7-36f6-4f0dee *
DNT 1 Accept-Ranges bytes

Connection keep-alwve Content-Length 14070

Heferer http://www leviaducdemillau.com/en | Keep-Alive timeout=15, max=59

Connection Keep-Alive

T antant Tiemn somlhestinn v rhack
D hetp: fjderakaliard . comfaboutf
v Continue Tampering?

Taimet I Subenit I AbortReq.»estI




Burp Suite

 Automated and Manual modes

Burp Sulte Free Edition v1.5

Burp Intruder Repeater Window Help

| Target ] Spider l Scanner l Intruder ;Pepeater l Sequencer l Decoder 1 Comparer vloptxon: l Alerts |

TRAINING THE CYBER SECURITY WORKFORCE

| | History I Options 1

s Burp Proxy uses listeners to receive incoming HTTP requests from your browser

Add Running Interface Inasible Redwect Certificate

it/ 127.0.0.1:8080 Per-host
Edn

Remove

these settings control which requests are stalled for viewing and editing in the Intercept tab
@ Intercept requests based on the following rules
Add Enabled Operator | Match type Relationship Condition
7)) File extension Does not match (~gIf§| ~Ipgs| “png$| ~css$| |5
Request Contains parameters
HTTP method Does not match (getjpost)
URL s In target scope

Up

Down

@ Automatically update Content-Length header when the request is edited

»| Use these settings to control which responses are stalled for viewing and editing in the Intercept tab

You will need to configure your browser to use one of the listeners as its proxy s




Outsource Your Scanning

* Even the best vulnerability scanners will miss
business logic issues and other flaws

 Outsourcing to a security firm can identify
Issues that a web application scanner can't

* These firms can provide both static and
dynamic analysis of your applications
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