
Policy & Procedures

CYBER INCIDENT RESPONSE



Incident Response Policy 

• Foundation of the organization’s 
Incident Response program

• Guides efforts at a high-level

• Provides authority for response efforts

• Approved by CEO or CIO

• Should be fairly timeless



Contents of the Policy

• Statement of management commitment
• Purpose
• Objectives
• Scope of policy
• Definitional terms
• Roles, responsibilities, and authority
• Incident prioritization scheme
• Measures of performance for CSIRT
• Reporting requirements
• Contact information



Incident Response Procedures

• Detailed information

• Step-by-step guidelines

• Not a replacement for CSIRT’s 
professional judgement and expertise

• Often developed as a specific playbook



What is a Playbook?

• Describes a response to a high severity 
type of incident, such as:

• Data breach of financial information

• Data breach of personally identifiable information

• Phishing attack against customers

• Web server defacements

• Loss of corporate laptop

• Intrusion into the corporate network

• Windows Golden Ticket reset



Incident Response Checklist

NIST SP 800-61
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf


