TRAINING THE CYBER SECURITY WORKFORCE

Mobile Forensic Toolkits

CYBER INCIDENT RESPONSE




Mobile Forensic Toolkits
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* Mobile devices have different operating
systems and security issues

» Capturing data from mobile devices can
be more difficult and needs special tools




Tools to Access the SIM Card
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* Different phones require small
screwdrivers or a push pin-style tool
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Connection Cables
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* Lightning cables or 30-pin for Apple

« USB Micro, Mini, or USB-C for Android




Mobile Forensic Softweare
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» Specialized software for accessing
mobile devices
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