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Authenticated Scanning

• Firewalls, intrusion protection systems, and 
other security devices can prevent some 
details of a scan from being successful

• Using an authenticated scan can overcome 
this issue

• Provide the scanner read-only access to the 
servers

• Scanner can access the operating system, 
databases, and applications on the server
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Agent-based Scanning

• Small software agents installed on your server 
or clients

• Provides an “inside-out” perspective of 
vulnerabilities on the server or client

• Agent-based approaches require more 
resources on the server and often system 
administrators fight against their installation 


