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* QualysGuard

 Tenable’s Nessus

« Rapid/’s Nexpose

* OpenVAS

* Nikto Web Application scanner

* Microsoft Baseline Security Analyzer




Quealyscuard
Vulnerability Scanner

QualysGuard® Vulnerability Management - Dashboard

© https://qualysguard.qualys.com/
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Johne Doe (jdoe_un) | Log Out
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00023 fridge.qa.qualys.com
00101 fridge.qa.qualys.com
00115 fridge.qa.qualys.com

00098 icebox.qa.qualys.com
00103 icebox.qa.qualys.com

00200 dairy.ga.qualys.com
00212 fridge.qa.qualys.com

[oNeoNoNoN N N N N N J

00010 icebox.qa.qualys.com
@ - Indicates an overdue ticket

Most Vulnerable Hosts

00234 freezer.qa.qualys.com

00022 freezer.qa.qualys.com

10.10.10.1
10.10.10.1
10.10.10.1
10.10.10.2
10.10.10.23
10.10.10.23
10.10.10.2
10.10.1.54
10.10.10.1
10.10.10.23

DNS H NetBIOS H

12/13/2004
12/13/2004
12/13/2004
12/15/2004
12/15/2004
12/15/2004
12/16/2004
12/16/2004
12/16/2004
12/20/2004

IP Address

Charlie Patton (quays_cp)
Charlie Patton (quays_cp)
Charlie Patton (quays_cp)
Willie Brown (quays_wb)
Son House (quays_sh)
Son House (quays_sh)
Willie Brown (quays_wb)
Robert Johnson (quays_rj)
Charlie Patton (quays_cp)
Son House (quays_sh)
@more...

Asset Group

O 124895
O 254780
@ 431289
@ 457890
O 053422
@ 725403
@ 223495
O 257348
@ 562344
O 345809

Microsoft Phone Book Service Buffer Overflow Vulnerability
Microsoft Windock Weak Mutex Permission Vulnerability
Microsoft NTLMSSP Code Execution Vulnerability

Microsoft WebDAV Service Provider Scripts Levy Vulnerability
‘ResetBrowser Frame' and ‘HostAnnouncement Frame’
Microsoft Multiple LPC and LPC Ports Vulnerabilities

Remote Registry Access Authentication Vulnerability
Microsoft Recycle Bin Creation Vul bili

Microsoft RDISK Registry Enumeration Vulnerability

Microsoft Malformed RTF Control Word Vulnerability

@ - Indicates an exposure in your network

Last Scan Date | Business Impact | Security Risk

fridge.qa.qualys.com
crisper.ga.qualys.com
freezer.qa.qualys.com
icebox.ga.qualys.com
dairy.ga.qualys.com

ABC-Comp-local
BCD-Comp-local
CDE-Comp-local
DEF-Comp-local
EFG-Comp-local

10.10.10.1
10.10.10.2
10.10.10.23
192.168.1.45
10.10.1.54

Windows NT Machines, Marketing
Windows NT Machines, Marketing
Linux 2.4, Dev

Marketing

Mail Servers

07/15/2004 High
07/15/2004 High
06/22/2004 High
08/01/2004 High
08/01/2004 Medium




Tenable's Nessus
Vulnerability Scanner
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€ Nessus - Windows Internet Explorer

@ U A4 |Q https://localhost:3834 /flash.html

File Edit View Favorites Tools Help

5. Favorites 5 @ Suggested Sites v 2| Get more Add-ons ¥

@& Nessus
A Nessus’
Reports

Keene_policy Vuinerability Summary | Host Summary Download Report
Completed: Feb 9, 2015 15:32 Remove Vulnerability | Audit Trail

Filters NoFilters @ Add Fliter @ Clear Filters

PluginiD 4 | Count Plugin ID: 34477 Port / Service: cifs (445/tcp) Severity: | Critical %
Plugin Name: MS08-067: Microsoft Windows Server Service Crafted RPC Request Han...

CPE
cpe:/o:microsoft:windows

CVE
CVE-2008-4250

BID
31874

Cross-References
OSVDB:49243
IAVA:2008-A-0081
MSFT:MS08-067
CWE:94

Plugin Publication Date: 2008/10/23

Plugin Last Modification Date: 2012/09/14

€& Local intranet | Protected Mode: Off




1Id7's Nexpose
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nexpose

Dashboard
RISK SCORE OVER TIME ASSETS WITH EXPIRING SSL CERTIFICATES TOP RISKIEST ASSETS BY RISK SCORE

Address Asset Name Risk Score Risk Over Time
localhost2 10234
12312343

2% - 2312344, SPIDER-W2kb

of all assets have SSL Certificates
that are set to expire

oeneazosmn ¢ ] 31234 BwA2341

localhost

Jn7015 Feb2015 Ma2015 Ap2015 May2015 Jun 2015

Date

ASSETS WITH CRITICAL VULNERABILITIES ASSETS BY RISK AND VULNERABILITIES TOP RISKIEST ASSET GROUPS

34455

Vulnerabilities

critical risk vulnerabdities

10234




OpenVAS
(Open-source Scanner)
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Secinfo Dashboard

NVTs by severity (Total: 47376) NVTs by severity (Total: 47376)
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| Low
Log
N/A

N/A 0

m NVTs by CVSS NVTs by Severity Class v _

v CVEs by severity (Total: 76987) CVEs by severity (Total: 76987)
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gs

N/A
CVEs by Severity Class v _

Backend operation: 0.09s Greenbone Security Assistant (GSA) Copyright 2009-2015 by Greenbone Networks GmbH, www.greenbone.net

CVEs by CVSS




Nikto
(Web Application Scanner)
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Nikto v2.1.6

Target IP: 87.229.144 .34
Target Hostname: google.ru F-
Target Port: 80 m_
Start Time: 2015-02-26 14:51:38 (GMT6) CySA+‘

Server: gws W
Uncommon header 'alternate-protocol' found, with contents: 80:quic,p=0.08
The X-Content-Type-Options header is not set. This could allow the user agent
o render the content of the site in a different fashion to the MIME type
Root page / redirects to: http:ﬂﬂuuuugoog1e.ruﬂ
Server banner has changed from 'gws' to 'sffe' which may suggest a WAF, load b
alancer or proxy is in place
No CGI Directories found (use '-C all' to force check all possible dirs)
OSVDB-5737: WebLogic may reveal its internal IP or hostname in the Location he
ader. The value is "http://87.229.144.34/".




Microsoflt's Baseline
Security Analyzer
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€ Microsoft Baseline Security Analyzer

0] ¥ Microsoft Baseline Security Analyzer

Score Issue Result

! Security Computer has an older version of the dient and security database demands a newer version,
Updates How to correct this

Windows Scan Results

Administrative Vulnerabilities

Score Issue Result

g Automatic The Automatic Updates feature has not been configured on this computer. Please upgrade to the
Updates latest Service Pack to obtain the latest version of this feature and then use the Control Panel to
configure Automatic Updates.

Vhat was scanned How to correct this

Incomplete No incomplete software update installations were found.
Updates Vhat was scanned How to correct this

Windows Windows Firewall is enabled and has exceptions configured. Windows Firewall is enabled on all
Firewal network connections.
/hat was scanned
Local Account No user accounts ha
Password Test Vhat was scan




