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* Injection Attacks

» Cross-Site Scripting (XSS)

 Cross-Site Request Forgery (CSRF)




Injection Attacks

TRAINING THE CYBER SECURITY WORKFORCE

« Send commands through a web server
to a backend system, bypassing the
normal security controls

* Most commonly done as an SQL inject

* Prevent this through "=
iInput validation and
using least privilege -
for the databases




SQL Injection Attacks
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User ID: |Jason

Password: mypassword

select * from Users where user_id= ‘jason’ and password = ‘mypassword’

User 1D: ‘' OR 1=1; /*

Password: *x ) ——

select * from Users where user_id=‘“"OR 1 =1; /* “ and password = */--/




Cross-Site Scripting (XSS)

 Attacker embeds scripting commands on
a website that is executed by a regular

user without knowing it

* Victim in this case is the regular user, not
the server

* If one of these are discovered during a
scan, you need to work with the
developer to fix the code and setup
proper controls to prevent it in the future
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Cross-Site Request Forgery

e Attacker forces a user to execute actions
on web server which they authenticated

 Attacker cannot see web server’s
response, but this attack can be used to
have victim transfer funds, change their
password, etc.
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Web Application Scans
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* Nessus and Qualysguard can scan for
web vulnerabilities, but they aren't
specialized (like Nikto) to do it

Applications v Places v [ Terminal
root@Kkali: ~
File Edit View Search Terminal Help
-update Update databases and plugins from CIRT.net
-Version Print plugin and database versions
-vhost+ Virtual host (for Host header)
+ requires a valu

Note: This is the short help output. Use -

:~# nikto -host 192-16871.10:8080/dvwa/

Nikto v2.1.6

Target IP: 192.168.1.10

Target Hostname: 192.168.1:10

Target Port: 8080/dvwa/

Start Time: 2016-12-17 21:23:46 (GMT5.5)

Server: Apache/2.4.16 (Win32) OpenSSL/1.0.1p PHP/5.5?

Retrieved x-powered-by header: PHP/5.5.27

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to t agent to protect against some forms of XSS

The X-Content-Type-Options header is not set. This could allow the user to render the content of the site in a di
fferent fashion to the MIME type
+ Root page / redirects to: http://192.168.1.10/dashboard/
+ Apache mod negotiation is enabled with MultiViews, which allows attackers to\easily brute force file names. See http://
www.wisec.it/sectou.php?id=4698ebdc59d15. The following alternatives for ‘'indexX\' were found: HTTP_NOT_FOUND.html.var, HTT
P _NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT FOUND.html.var, HTTP_NOT FOUND.html.var, HTTP_NOT FOUND.html.var,
HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT FOUND.html.var, HTTP_NOT FOUND.html.var, HTTP_NOT_FOUND.html.
var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT FOUND.html.var, HTTP_NOT_FOUND.html.var, HTTP_NOT_FOUND.h
tml.var, HTTP_NOT _FOUND.html.var, HTTP_NOT FOUND.html.var
+ PHP/5.5.27 appears to be outdated (current is at least 5.6.9). PHP 5.5.25 and 5.4.41 are also current.
+ Server leaks inodes via ETags, header found with file /favicon.ico, fields: 0x78ae 0x5laffc7a4c400
+ OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST




