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VM Escape

* Most serious of all virtualization issues

DN
* Occurs when an attack can break out of %‘
the virtual machine (guest) and reach the ——

host (hypervisor)

* In May 2017, a hacking contestant
stitched together 3 different exploits and
managed to perform a VM escape

Source:
https://arstechnica.com/information-technology/2017/03/hack-that-escapes-
vm-by-exploiting-edge-browser-fetches-105000-at-pwn2own/




Management InterfFface Access
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* This interface controls access to all the
virtual machines and can configure them

» Should be highly secured, including use
of two-factor authentication

vmware® vSphere Web Client #= U | Administrator@VSPHERELOCAL v | Help

Navigator X ] vcenter-1.vrack.vsphere.local Actions v

4 Home 1O Getting Started | Summary Monitor Manage Related Objects
(6] &) 8
< [@! vcenter-1.vrackvsphere lo... A What is vCenter Server?

w [lg vRack-Datacenter vCenter Server allows you to manage
+ [J vRack-Cluster multiple ESX/ESXi hosts and the virtual
= machines on them. Because these
l;l westcoast-2-1.vrack... environments can grow very large, vCenter
[;l westcoast-2-2.vrack... Server provides useful managementtools
like the ability to organize the hosts and virtual
= machines into clusters with vSphere DRS N
[ westcoast-2-4 vrack.. and vSphere HA. Multiple vCenter Server
Q westcoast-2-5.vrack... systems can be managed by the vSphere |
- . Web Client so that their individual inventories
» © ESXAgents i can be presented and managed under one
v @ vRack-ResourcePo... pane of glass™.

clouddriver
L‘]T) Any vCenter Server systems for which you
j)nsx-manager have privileges and that have been registered
G NSX_Controller_... with the Lookup Service, or added manually
.jBNSX Controller with the vCenter Registration Tool in the

- = Administration section, will appear in your
{5 NSX_Controller_. inventory to the left.

G psc1-vrm0
{5 sddcmanager Basic Tasks Explore Further

{p veenter-1

E] westcoast-2-3.vrack...

|

\ /‘/

vCenter Server




Virtual Host Patching
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Just like other servers Virtual hosts need
patching of their OS and software

i
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This can help prevent VM Escape
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N Patch Repository

Patch Name, Product, Release Date, Type, Severity, Category, Impact, Vendor or Patch ID contains: ~ I Advanced... Clea Import Patches | Compliance V

Patch Name IProduct Release Date Type ]Severity ICategory |Impact [Vendor IPatch 1D jBaseIines

Updates esx-base embeddedEsx 5.0.0 12/15/2011 12:00... Patch Important Security Reboot VMware, ... ESXi500-... Add to ba...
Updates tools-light embeddedEsx 5.0.0 12/15/2011 12:00... Patch Important BugFix VMware, ... ESXi500-... Add to ba...
Updates net-e1000 and net-e1000e embeddedEsx 5.0.0 12/15/2011 12:00... Patch Important Security Reboot, Mai... VMware, ... ESXi500-... Add to ba...

Updates misc-drivers embeddedEsx 5.0.0 12/15/2011 12:00... Patch Low BugFix Reboot VMware, ... ESXi500-... Add to ba...
lIndatee net-he2net emheddedFev 5 0N 12/15/2n011 12-00 Patrh 1~ RunFiv Rehnnt Mai  \/Mwars FRYisNn- Add tn ha




Virtual Guest Issues

* Each guest represents another server on
the network, and they all need patching

* Ensure your remediation and patch
management considers all your VMs

* Ensure your vulnerability management
program also scans Guest VMs
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Virtual Network Issues

* Virtual firewalls, routers, and switches all
need to be considered as part of your

scanning program

* |f embedded as part of your VM solution,

ensure appropriate patching is being
done to prevent attacks




