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Network Vulnerabilities

• Missing Firmware Updates

• SSL and TLS Issues

• Domain Name Service (DNS) Issues

• Internal IP Disclosure

• Virtual Private Network (VPN) Issues



Missing Firmware Updates

• Network devices rely on firmware for 
their operating systems

• Firmware needs patching and upgrades



SSL and TLS Issues

• Secure Socket Layer (SSL) and 
Transport Layer Security (TLS) are 
designed to secure information sent over 
the internet (such as HTTPS)



Outdated SSL/TLS Versions

• SSL is insecure and shouldn’t be used

• Admins should disable support for older 
versions (SSL and TLS before v1.2)



Insecure Cipher Use

• SSL/TLS are only the protocol used, not 
the cipher

• Cipher is the encryption algorithm



SSL/TLS Certificate Problems

• Certificates identify servers and 
exchange the encryption keys



DNS Issues

• DNS servers are victims of 
reconnaissance and other attacks



Internal IP Disclosure

• Networks that use NAT attempt to hide 
their internal IP structure

• Information could be leaked in headers if 
a server isn’t configured properly

Sourced from https://datarift.blogspot.com/p/facebook-internal-ip-disclosure.html



VPN Issues

• VPNs consist of application protocols 
and SSL/TLS encrypted tunnels

• Configuration issues and missing 
firmware patches can also affect VPNs


