
Server and Host Vulnerabilities

VULNERABILITY MANAGEMENT



Server and Host

• Missing Patches

• Unsupported Software (OS/Apps)

• Buffer Overflows

• Privilege Escalation

• Arbitrary Code Execution

• Insecure Protocol Use

• Debugging Modes



Missing Patches

• One of the most common issues found

• Comes from improper patch 
management



Unsupported Software

• Software vendors don’t support software 
forever, they have an “end of life” date

• After this date, no more patches are 
released for the software



Buffer Overflows

• Occurs when the attacker manipulates a 
program to place more data into memory 
than it is allocated for causing overflow

• Another specific type is integer overflow

• These vulnerabilities tend to exist for a 
long time, but are corrected by a patch

• In 2015, over 85% of the data breaches 
were cause by buffer overflows 



Privilege Escalation

• Occurs when an attacker upgrades their 
level of access to an admin or root user

• For example, CVE-2016-7255 is an 
example in Windows Vista, 2008, 7, 8.1, 
10, and 2016 machines

• Kernel-mode drivers are exploited to 
allow local users to become an admin



Arbitrary Code Execution

• Allows attacker to run software on a 
targeted victim machine

• Remote code execution is worse, 
because it allows it to occur over network



Insecure Protocol Use

• Older protocols not design for security

• FTP, Telnet, SMBv1, …



Debugging Modes

• Debugging modes give lots of information to 
developers, but should be disabled prior to 
server and code deployment

• Debugging information could give attackers a 
lot of information during a reconnaissance


