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Common Vulnerabilities

• Vulnerability scanners can detect 1000s 
of different types of vulnerabilities

• We are NOT going to cover each and 
every one of them individually…

• But, we will cover the different types



Common Vulnerabilities

• Server and Host Vulnerabilities

• Network Vulnerabilities

• Virtualization Vulnerabilities

• Web Application Vulnerabilities

• Internet of Things (IoT) Vulnerabilities



Common Vulnerabilities

# of CVEs exploited in 2015 by year of initial vulnerability discovery
(Source: Verizon Data Breach Investigations Report 2016)


