TRAINING THE CYBER SECURITY WORKFORCE

Calculating the CVSS Score

VULNERABILITY MANAGEMENT




CVSS Score

* How Is the Base Score calculated?

CVSS Base Score
10.0 (CVSS2#AV:N/AC:L/Au:N/C:C/N:C/A:C)

Ezploitability = 20 x AccessVector x AccessComplexity x Authentication
Impact = 10.41 x (1 — (1 — ConfImpact) x (1 — IntegImpact) x (1 — Availlmpact))

f(Impact) = {0, if Impact =0

1.176, otherwise
BaseScore = roundT'ol Decimal(((0.6 x Impact) + (0.4 x Exzploitability) — 1.5) x f(Impact))
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Exploitability Score

CVSS Base Score
10.0 (CVSS2#AV:N/AC:L/Au:N/C:C/N:C/A:C)

Ezploitability = 20 x AccessVector x AccessComplexity x Authentication

Exploitability = 20 x Network x Low x None

Exploitability = 20 x 1.000 x 0.710 x 0.704

Exploitability = 9.9968 => 10.0
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Impact Score

CVSS Base Score

10.0 (CVSS2#AV:N/AC:L/Au:N/C.C/N:C/A:C)
Impact = 10.41 x (1 — (1 — ConfImpact) x (1 — IntegImpact) x (1 — AvailImpact))

Impact = 10.41 x (1- (1 — Complete) x
(1 — Complete) x (1 — Complete))

Impact = 10.41 x (1- (1 — 0.660) x
(1 —0.660) x (1 — 0.660))

Impact = 10.0
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Bose Score

CVSS Base Score TRAINING THE CYBER SECURITY WORKFORCE
10.0 (CVSS2#AV:N/AC:.L/Au:N/C:C/1:C/A:C)

BaseScore = roundT'ol Decimal(((0.6 x I'mpact) + (0.4 x Ezploitability) — 1.5) x f(Impact))

flrmpact) = §

0, if Impact =0
1.176, otherwise

BaseScore = (((0.6 x Impact) +
(0.4 x Exploitability)
— 1.5 x f(Impact)

BaseScore = (((0.6 x 10.0) +
(0.4 x 10.0)
—1.5)x1.176)

BaseScore = 9.996 => 10.0




Why Is & Base Score important?

CVSS Base Score
10.0 (CVSS2#AV:N/AC:L/Au:N/C:CN:C/A:C)

* Numerical ratings are used by the vulnerability
software to categorize vulnerabilities

CVSS Base Score Risk Category

<4.0 Low
>4.0and < 6.0 Medium
>6.0and <10.0 High

10.0 Critical

* Risk factor: Critical
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