TRAINING THE CYBER SECURITY WORKFORCE

Vulnerability Reporting

VULNERABILITY MANAGEMENT




Vulnerability Reporting

* Vulnerability analysts need to communicate
the issues found to the system administrators

« Scanners provide detailed reporting that can
be automated to alert system administrators at
periodic intervals

 Critical vulnerabilities found can be sent out of
cycle
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Dashboeards
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* Managers love dashboards

* Provide a high-level summary of issues




Overview oflf Hosts
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« Shows which hosts are most vulnerable

Total Vuinerabl|fties
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Overview ol Criticality
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« Shows which vulnerabilities are most critical

E Nessus

Reports

Vorhees_scan  Vulnerabllity Summary | Hos! Summary
Compieted: Feb 12, 2015 4:14

Filters NoFilers @ Add Fliter

v Severity v | Name Family
Critical MS03-026: Microsoft RPC Interface Buffer Overrun (823980) (uncredentialed che Windows

MS303-039; Microsoft RPC Interface Buffer Overrun (824146) (uncredentialed che Windows

MS04-007: ASN. 1 Vuinerability Could Allow Code Execution (828028) (uncredent  Windows
MS04-011: Security Update for Microsoft Windows (835732) (uncredentialed che«  Windows
MS06-040: Vulnerability in Server Service Could Allow Remote Code Execution (1 Windows
MS08-067: Microsoft Windows Server Service Crafted RFPC Request Handing Re  Windows
MS09-001: Microsoft Windows SMB Vulnerabidities Remote Code Execution (958 Windows
MS06-035; Vulnerability in Server Service Could Allow Remote Code Execution (| Windows

26620 Microsoft Windows SMB NULL Session Authentication Windows




Details off @ Vulnerability

Plugin ID: 34477 Port / Service: cifs (445Acp) Severity:  Critical x
Plugin Name: MS08-067: Microsoft Windows Server Service Craflted RPC Request Han...

Synopsis: Arbitrary code can be executed on the remote host due to a flaw in the "Server’ service

Description
The remote host is vulnerable to a buffer overrun in the "Server’ service that may allow an attacker to
execute arbitrary code on the remote host with the "System’ privileges,

Solution
Microsoft has released a set of patches for Windows 2000, XP, 2003, Vista and 2008 :

hitp./Mechnet microsoft. com/en-us/securnty/bulletin/ms08-067
Risk Factor: Critical
STIG Severity: |

CVSS Base Score
10.0 (CVSS28AV-N/AC:L/Au:N/C:.CN:C/IA:C)
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