
Intro to Vulnerability Management
VULNERABILITY MANAGEMENT



What does this section cover?

• Requirements to conduct vulnerability 
scans

• How scan targets are selected

• How to determine the scan frequency

• How to customize scan settings to meet 
policy



What does this section cover?

• Maintenance of the scanning tools

• How to remediate scan findings

• How to prioritize remediation efforts and 
how to maximize your limited resources

• How to overcome objections from the 
rest of the Information Technology team



What is 
Vulnerability Management?

• Identification, prioritization, and 
remediation of vulnerabilities before a 
threat can exploit them

• An organized approach to scanning and 
continuous assessment of your 
organizational security posture



Bottom Line…

• In this course, we will discuss the high-
level concerns of how to develop a 
vulnerability management program for 
your organization

AND

• How to analyze vulnerability scans to 
better secure your organization's 
networks


