
Passive Recon: Netstat

THREAT MANAGEMENT



Netstat

• Built-in utility in Windows, Linux, MacOS, 
and Unix operating systems

• Provides active TCP and UDP 
connections

• Identify process using a connection

• Provides statistics on sent/received data

• Route table information



netstat -a

• Provides active TCP and UDP 
connections filtered by TCP, UDP, ICMP, 
IP, IPv6, and more



netstat -0

• Identify process using a connection



netstat -e

• Ethernet statistics on sent/received data



netstat -r

• Displays route table information


