
Passive Recon: Network Devices

THREAT MANAGEMENT



Network Devices

• Network devices log many activities, 
their status, and events

• Includes traffic patterns and utilization

• Logs files, configuration files, and 
network flows are great for passive recon



Logs Files

• Network devices send their logs to the 
display console (only logged in user sees 
them) by default

• You should configure them to send logs 
to centralized logging server (SYSLOG) 
or use SNMP to send the information



Levels of Events in Your Logs

Level Name Example
0 Emergencies Failure causing a shutdown 
1 Alerts Temperature exceeded
2 Critical Software failure
3 Errors Interface down
4 Warning Configuration change
5 Notifications Line protocol up/down
6 Information ACL violation
7 Debugging Debugging Messages

An Example from Cisco Devices



Logs File Example



Configuration Files

• Invaluable when mapping a network

• Identifies all routes and devices in detail

• Provides details of SNMP and SYSLOG 
servers on the network, user & admin 
accounts, and more



Configuration File Example



Configuration File Example



Netflow Data

• Cisco network protocol

• Captures IP traffic information for traffic 
monitoring to provide flow and volume

• Contains IP, source port, destination 
port, and class of service

• Other vendors have “flows”, like 
Juniper’s Jflow and cflowd, Citrix’s 
AppFlow, and HP’s NetStream


