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Passive Reconnaissance

THREAT MANAGEMENT




Passive Reconnaissance

 More difficult than active reconnaissance
* Relies on logs and other data

» Data you receive may be out of date

» Often used during a cyber incident
response
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Log and Configuration Analysis

* Local system configuration data and log
files can be used to build a network map

» Some tools exist to parse configuration
files into a usable topology

* Much of this is done manually, though
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